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TRENDING SCAMS
IN THE PAST WEEK

Scams to look out for

Fake Friend Call Scam

You receive a phone call from a “friend”. You are asked to guess
the caller’s name. You are then asked to save their new number.
A few days later, you are asked to provide financial assistance.
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CHECK with your friend through other means or call their
original numbers to verify if they were the ones who had called
you earlier.

Job Scam

[

You receive a job offer promising great salary with little effort out
of the blue.
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CHECK with official sources, such as the company’s official
website, to verify the job offer.

%

Investment Scam

You are offered an investment with very high returns.

CHECK with official sources, such as the company’s official
website, to verify the deal. Do not be enticed by the initial
positive gains. Do your own due diligence before you invest large
sums of money.

E-Commerce/ Baby Products Related Scam*

You see an unusually good deal through an advertisement on an
online platform such as Facebook. The product is usually priced
below market rates.

CHECK with official sources, such as the company'’s official
website, to verify the deal.

E-Commerce/ Electronic Products Related
Scam*

You see a good deal on Facebook selling electronics products
below market prices.
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CHECK with official sources, such as the company’s official
website, to verify the deal.

*4th and 5th ranked scams are new variants as compared to the week before.



A Online shopping gone wrong

Scam Tactics

+ Scammers pretending to be
“sellers” would entice victims by
posting offers on baby products
directly or through sponsored
advertisements on online
platforms such as Facebook.

+ Victims would be requested to
contact the sellers via Facebook
Messenger to confirm the price
and order details.

+ Victims would then be asked to
pay via PayNow and will only
realise they have been scammed
when they do not receive the
goods, or the “seller” becomes
uncontactable.

1 box pampers L taped

2 boxes pampers L pants
2 boxes Merles L pants
1 box Merries L taped

$95 right

rablem, schedule your order

reviews and ratings.

« If the price is too good to be true, it probably is a Scam.
Purchase only from authorised sellers or reputable
sources and be wary of attractive, time-sensitive deals
where only limited stocks are available.

- Avoid making upfront payments to bank accounts
belonging to unknown individuals and, whenever
possible, avoid making advance payments or direct
bank transfers to the seller.

« Always verify the seller’s profile through customer




A How to protect yourself

[ Care

PC‘ pgainst ch’b

Remember to Add, Check and Tell (ACT) before making any decisions.
And never respond to urgent requests for information or money.
Always verify such requests with official websites or sources.

Get the latest advice. Visit www.scamalert.sg
or call the Anti-Scam Helpline at 1800-722-6688.

Report scams. Call the Police Hotline at 1800-255-0000 or submit
information online at www.police.gov.sg/iwitness. All information will be
kept strictly confidential.

Download the free ScamShield app
Detect, block and report scams with the ScamShield app.

GETITON 2 Download on the
® GooglePlay |l @ App Store
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TREND PENIPUAN |:=.
SEPANJANG MINGGU LEPAS

Penipuan yang harus diawasi

Penipuan Panggilan Kawan Palsu

Anda menerima satu panggilan telefon daripada seorang “kawan”. Anda
diminta supaya meneka nama si pemanggil. Anda kemudian diminta
supaya menyimpan nombor baru si pemanggil tadi. Beberapa hari
kemudian, anda diminta supaya memberi bantuan kewangan.

£

PERIKSA dengan kawan anda melalui cara lain atau telefon nombor asal
kawan anda untuk memastikan mereka benar-benar telah menelefon
anda tadinya.

Penipuan Pekerjaan

Anda menerima satu tawaran pekerjaan yang menjanjikan gaji yang
lumayan tanpa perlu banyak usaha secara tiba-tiba.

[

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi
syarikat tersebut, untuk memastikan kesahihan tawaran pekerjaan yang
dijanjikan.

5
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Penipuan Pelaburan

Anda ditawarkan satu pelaburan dengan pulangan yang sangat tinggi.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi
syarikat tersebut, untuk memastikan kesahihan tawaran tersebut. Jangan
tertarik dengan keuntungan awal yang positif. Lakukan pemeriksaan
yang teliti dan wajar sebelum anda melaburkan wang dengan jumlah
yang besar.

Penipuan E-Dagang/ Berkaitan Produk Bayi*

Anda ternampak satu tawaran yang luar biasa bagusnya melalui sebuah
iklan di sebuah platform dalam talian seperti Facebook. Produk tersebut
berharga di bawah kadar pasaran.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi
syarikat tersebut, untuk memastikan kesahihan tawaran tersebut.

Penipuan E-Dagang/ Berkaitan Produk
Elektronik*

Anda ternampak satu tawaran yang bagus di Facebook yang menjual
produk elektronik di bawah kadar pasaran.
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PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi syarikat
tersebut, untuk memastikan kesahihan tawaran tersebut.

*Penipuan peringkat ke-4 dan ke-5 adalah varian-varian baru berbanding dengan minggu sebelumnya



/\ Beli-belah dalam talian yang tersilap

Taktik Penipuan

* Penipu yang menyamar sebagai
“penjual” akan memikat mangsa
dengan menghantar pos tawaran
produk bayi secara langsung atau
melalui iklan-iklan yang ditaja di
platform dalam talian seperti
Facebook.

1 box pampers L taped

2 boxes pampers L pants
2 boxes Merries L pants
. . 1 box Merries L taped
* Mangsa akan diminta supaya T
menghubungi penjual melalui
Facebook Messenger untuk
mengesahkan butir-butir harga

dan pesanan.

ok no problem, schedule your arder
B later

* Mangsa kemudian akan diminta
untuk membayar melalui PayNow
dan hanya menyedari bahawa
mereka telah ditipu apabila
mereka tidak menerima barangan
tersebut, atau “penjual” tidak
dapat lagi dihubungi.

Lrrn cONrana NN | AN manaes A Eanoarrk
itara seorang penipu dan mangsa di Facebook

» Jika harganya terlalu bagus untuk dipercayai, ia mungkin
satu Penipuan. Beli hanya daripada penjual yang sah atau
sumber-sumber yang bereputasi dan berhati-hati dengan
tawaran yang menarik dan sensitif masa di mana hanya ada
stok yang terhad.

* Elakkan daripada membuat bayaran pendahuluan ke akaun
bank yang dimiliki oleh individu yang tidak dikenali, dan
seberapa boleh, elakkan daripada membuat bayaran
pendahuluan atau pemindahan bank secara langsung
kepada penjual.

» Sentiasa pastikan kesahihan profil penjual melalui ulasan
dan penilaian pelanggan.




A Bagaimana melindungi diri anda
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Ingatlah untuk Masukkan (Add), Periksa (Check) dan Beritahu (Tell)
atau ACT sebelum membuat sebarang keputusan.

Dan jangan membalas sebarang permintaan mendesak untuk maklumat
atau wang.

Pastikan selalu kesahihan permintaan-permintaan tersebut daripada
laman-laman web atau sumber-sumber rasmi.

Dapatkan nasihat terkini. Lawati www.scamalert.sg
atau hubungi Talian Bantuan Anti-Penipuan di 1800-722-6688.

Adukan penipuan. Panggil Talian Hotline Polis di 1800-255-0000 atau
hantarkan maklumat dalam talian di www.police.gov.sg/iwitness. Semua
maklumat akan dirahsiakan sama sekali.

Detect, sekat dan adu penipuan dengan aplikasi
ScamShield.

GETITON 2 Download on the
® Google Play [ $ App Store

Sebuah inisiatif pencegahan jenayah oleh Dengan kerjasama

C 3 lB SINGAPORE
= B NATIONAL POLICE FUIE
CRIME PREVENTION SAFEGUARDING EVERY DAY

COUNCIL




HL_[hd 6T T D 6oT

Qouafuf®
03

6 sriired 2023

(LpedTeaTeudsT] (LD FLg & 6T

TFFMNEHMBWTES ) (HdHdH Ceusvorigut GLomaFig &6

Guired) pewsTLIT ewLpLiL) GorFiy

2 BIGEHEG @ "BewruflLBmhg" CFTemeCLd el aumSmgI.
Sswipliueufler GuwenT walss Bhisst Gl sl T Tssr. Llsresri
Sjsuisefler Lgw sTenTeneants GlgrensvGUFAuNsy Lgley GFiig)dholsTerEnLbLILy
Casl_R&6srareriiLihSfiser. A prisepdsgl Ung, Bhiser Blg 2 gai
auBIGLTn CasL (Hdb6srerariiLiBsIngissr.

2_BIG6T BEWTLIT 2 _BISWaT FDMILPSIT SeWPSB(HBSTTHETT 6TETLENS LOHM
auLfl&6IT eLpeUIDTHBeum VLG Sjeuiseaflssr e eTesTem GV
QBT d6sTesT(® FluTidhdseaLb.

Geusmev Guomaig
Briser APlgid pwnHd CFuIwme, Sl rearm s Gousmev suriilienLl
CUMIA T T o6, 2 Bk EHS G Ul FbusTens 2 miFlwellsSprissi.

Geuswev sumiitiswu FfluTids, BmiousTsslsr o Flsrriiyieu (3)emenruidhserid
GuTeTn SFBTTLILLTEN DYSTTBISEHL 6T FIALITTdHH LD

WPpHTL_(h CorFig
& 2 wirbg euheuTiieniid QBT M (LpHed[H 2_HidkEHdb: S
QUPBISILGSEDGI.

PUUBSSHMS FHUTTEHS, BDIouaTSSrT SSSTriiLTen &)enenrildsperid
GurelTn HYSHTTLILLTEN S TTBIGEHL 6T FLITT &6 LD. DT

S TIWBIBDENS HT(H HeuThgialL TS a6, Fhiser @b Guiflws
Qarensemw PgHeS(H CFiusNH @ PITL 2 _KiS6T CFTHEH CFTHemesrsemer
G 6lsrerEphIgheT.

ledt suswflaid | @bewg QT HL gser Geriiurer Gurs r_],*
0oBuevL s GUTeTD (B)emenTuIdSSaTSS]60T allambLITLD CLPsULD euPdHHHHD @
LOTDTET §3( BV PLILIHSHNH: HTTSIN TH6T. HH CILIT[HET Fhews
allewevsensrd &ri1geiid Gemmeuret ailsnsoullsh @) BHHSS-

PUUBSSMS FHLTTSS, BIMIeusThSleT HHsTriiyian &)enenrwidhsard
GurssTm HBBTTLILYTEU DY TIBIS EHL 65T FIFlLITTdEHeLD.

LledT suemilaid / hlestedlwisd QUL gser GlerLumesr Gomdig™
0oBLeVLEHD Fhewg alleneVdsEhd@Hd &GewmeuTds LlsTesflied G\LmHL_dsiT
allmSLILBUNS B BISET & TaiTasINT 6.

PUUBSSMS FAUTTEHS, BnieuaTsSSer 9 SSTriiyie @)enenriidserid
GurelTm SBHTTLILLTEN DS TTBISEHL 6T FHALTTdHe LD,

*4-6ug) HMID S-eug @)L SH6v 2_sirer GrFIg &6, WPHewsW uTTHGIL 6T LI HDCLTSI LS euenSHS6TTELD.



A @)ewewTLD auLfl CILIT(HET 6UTHIGEHH6V SHeUMTSELI
Gumresrg)

GTFly 2 _GFlae6iT
* GBS CILIT(HL FHEDET F6IHs
aflensvseflsd CrriguirsGour 9svsvg)
soGBueL s GuTeTm
(3) W 6T U1 G5 5 1T I FH 6116V DY & T eUT T T
afleribLirmiser cpeviors:Geur,
"ailDLIeHOTITETTHET" 6T6dTM)
urErsi@ ClFiub CLomrFig&asryiger

UTSHESLILL L 6uiEHemer e L
2 bowes pampers L pants
QJ:é:‘&SIﬂI:lLHTfi'aiﬂT 2 boxes Merles L pants

1 box Merries L taped

$95 right

* aflsmev HMID LT

aflourBissner 2 MIFILIHSS
UW@&S&SL’]UI;LGH T & 6T O%GUGﬁ)L'éS i ,na problem, schedule your order
CFeh&Fi suLflwiTss =
allhLeneTW TaTT HEDard
QBTG TeTEHLTM

CaL_(H&6EreTar LI (heuTigsir.

© Lln'gﬂésaSILILILLG)_IF'I'EISd'l’ 'PayNow' [5BusvLyds CloFepaFifled sph CLoTEFLg & T (hd & LD
6)JIGQUJIT:55 L1633TLD QJQQI,Q.S@LD”'QJ UTSeELILL L auhd@Lh @)enL_ullevreT 2 enrwirLev]
Ca s LILBeUTTH6IT. j6uiasr

CurpLsewerts QuDTsELTg)iD,

VeV "allHLeneTwTeTen "

QL Gl&meirer wpigwiTgsGLmg b

wl HGw, euisst Gorely

CFWIWILILL L 69 2 _6uT(H6UTT 6.

a B
o ailemev BLOLI (PIQUITHSTS B)(HHBTEV, &I (5 CLOTFIG UITHSGST6IT
@) GD. HymIEsNGsLILL L allhLeDeTWTarT&er eVsvg Lspelumm
@)L_misafled(Bhg WL HIEL 6uThIGBISET. GHMDbS jemaisd i HEL
S L@ HeuidFFEywmer, sph GUILLIL L &revssIn @ i (B
HleD L&D PLILIHSBISET GDISEHI eTFFTEeDHUITS @) (HhIs6T.

o OsMwTg BLITSEEHSGHF CIFTHBHLOTEIT 6UBISG & 6vwTd: @SB 6TI6D (LPedTLIGHTLD
QFaIsgIumDH ST, (PLYHBHEUDT, (PeTLIGHTLD 6lFaidhdieusnsEuim
9|6VVG allDLIHESTWITET(HdE GBIl eumis] WTHDBMTCWT GFiioIensd
SallT&HEeaLD.

* QUMY HEMEWITETT FILITIIS| ST HMILD HILdlL_6V&6T CLPeVLD

allpusneTwrartler sweaieuydhems sTiCLTSID FilLTidhgea L.




A 6TLILILG 2 BIGEWETLI LITHIHT I 06l%5 6ol

gainst § .
<t A RN Y

e

6ThgGleuT(h (Plgemeuujb sTHLILGDE WPeiTy CFidams, FMUTTdd WHMILD
CFrevsv (ACT) Blewesrrailsy Ol reiT(ErhmIserT.

SHHEUD B6V6VG| LITHE NETeT eusFy Carifldhemsdend @ shGOLTSID
uglevefl&E s T T 6.

Y SBWBW CHTTNEMBHMET YBBTTLYT6U (3)6WWTIIGHHETLD H6VVF]
BT T 15 6HL_60T 6TLIGLITGILD FALITIT &g 6% Teir 6 mhids6ir.

Y& YemTeniowl HCevrFemeTen s GlumibigssT. WWw.scamalert.sg
MEWTUWISHHTHMS BT (HBIGT 96Vevg 1800-722-6688 eresrm Goms
SSNHMS b SJVVGHI m 9
SO 2 _gail TETen 6T {6 LPU|BIS6IT.

Guraysener ysmi Qainymiger. 1800-255-0000 eresrm smreusvgienm
Crrigsd C15TeweLELIF] 6TERTENENT WL BISHST VUG
www.police.gov.sg/iwitness erestm @)emenTihardSleD Bbd6160d5em6IT
FOIILNGHEVTLD. WG HHUDSEEHLD THFWIDTE eDeUd S (HddLILI(BILD.

oG afsl GFwedlewi @eveusFiors LFallndsid

QF 1| BISH6T.

eWGas el CFwedlenw i LwsTUBSH GTFIyHamears:
ST DPlbG1, 5OSHI, Seupewmi unm) y&Ti GFiiubigsT.

GETITON 2 Download on the
® Google Play [l @ App Store

20 GHDH SO WsrepuHd @1 auipii@ Lo s

E 3 l§ SINGAPORE
=P NATIONAL POLICE FU@
CR‘M(ES'EJE%EH_TION SAFEGUARDING EVERY DAY




