Trending Scams
in the past week:

Social Media
Impersonation Scam

Investment Scam

Fake Friend Call Scam

E-Commerce Scam
(Variants)

Phishing Scam
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Impersonator alert! Some tell-tale signs that a WhatsApp account

has been compromised.
Scam Tactics

Scammers would impersonate victims and use victims’ compromised WhatsApp accounts to
ask for personal details such as ibanking credentials or credit card details and/or urgent
loans from people on victims’ contact lists. Victims will realise they have been scammed
when their WhatsApp contacts ask them to repay the loans or approached them to ask about

the unusual requests they received from the victims.

Your family member’s/friend’s WhatsApp account may be compromised if they contact you
and make unusual and urgent requests. Such requests may include asking you to make
urgent money transfer(s) to unfamiliar bank accounts or PayNow numbers.

Slow down and check! Call (or video call) your family member/friend to check before you
make any transfers. Your WhatsApp account might be compromised if you notice:

1) Unusual activity - Your account has been receiving messages or calls from unknown

numbers.

2) Trouble logging into your accounts - You cannot
access online accounts using your usual passwords
and devices.

3) Unknown linked devices found in your WhatsApp
under “Settings”.

Some Precautionary Measures:

- Security features to your WhatsApp account by
enabling the ‘Two-Step Verification feature. This can be
done by opening WhatsApp and going to ‘Settings’
—‘Account’” — ‘Two-step verification’ — ‘Enable’. Set a
device code and be aware of who has physical access to
your phone.

CHECK - That you are on WhatsApp Web’s official
website. Go to WhatsApp settings > linked devices to
review all devices linked to your account. To remove a

linked device, tap the device > Log Out.

TELL - Authorities, family, and friends about scams. Never
share your WhatsApp account verification codes, personal
information, banking details and OTPs with anyone; report

any fraudulent transactions to your bank immediately.
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Can you transfer 4K to me?
| need it for something

urgent now. | can transfer it
to you tomorrow. 10:01 pm

Ok 10:01 pm v

Wait a minute, I'll send you
the account number

10:02 pm
T

But | want to video call to
make it is you 10:02 pm

Make sure 10:02 pm v

I'm busy now. Can | call you
later? 10:02 pm

Haha 10:02 pm v

Example of conversation
between the scammer
and the victim

For more information on this scam, visit SPF | News (police.gov.sg)
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ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends
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What do you need
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Can you transfer 4K to me?
I need it for something

urgent now. | can transfer it
to you tomorrow. 1091 pm
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\ Ok 10:01 pmv

Wait a minute, I'll send you
the account number

10:02 pm
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But | want to video call to
make it is you 10:02 pm

Make sure 10.02 pm

I'm busy now. Can | call you
later? 10:02 pm

Haha 19.02 pm
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Penyamaran
di Media Sosial

Penipuan Pelaburan

Penipuan Panggilan
Kawan Palsu

Penipuan E-Dagang

Penipuan
Pancingan Data

[ Care

Amaran Penyamar! Beberapa tanda-tanda ketara sesebuah akaun
WhatsApp telah dikompromi.

Taktik Penipuan

Penipu akan menyamar sebagai mangsa dan menggunakan akaun WhatsApp mangsa yang telah
dikompromi untuk meminta butir-butir peribadi seperti butiran perbankan internet atau butir-butir kad
kredit dan/atau pinjaman segera daripada orang-orang yang berada di dalam senarai kenalan
mangsa. Mangsa akan menyedari mereka telah ditipu apabila kenalan WhatsApp mereka meminta
mereka supaya membayar semula pinjaman atau memberitahu mereka tentang permintaan pelik
yang mereka terima daripada mangsa.

Akaun WhatsApp anggota keluarga/ kawan anda mungkin telah dikompromi sekiranya mereka
menghubungi anda dan membuat permintaan pelik dan yang mendesak. Permintaan sedemikian
mungkin termasuk meminta anda memindahkan wang dengan segera ke akaun bank atau nombor
PayNow yang tidak dikenali. Jangan terburu-buru dan periksa telefon (atau buat panggilan video)
anggota keluarga/ kawan untuk memeriksa dahulu sebelum membuat sebarang pemindahan.

Akaun WhatsApp anda mungkin telah dikompromi jika anda perasan ini:

1) Aktiviti pelik — Akaun anda menerima pesanan atau panggilan dari nombor-nombor yang
tidak dikenali.

2) Masalah untuk log masuk ke dalam akaun anda — Anda (_. ‘ ~S
tidak dapat mengakses akaun dalam talian menggunakan online - :
kata laluan dan peranti biasa anda.

3) Peranti yang dipautkan yang tidak dikenali terdapat di What do you need

dalam WhatsApp anda di bawah “Tetapan”.

Beberapa langkah berjaga-jaga:

- Ciri-ciri keselamatan ke akaun WhatsApp anda
dengan mendayakan ciri ‘Pengesahan Dua Langkah '.

Ini boleh dilakukan dengan membuka WhatsApp dan pergi ke
‘Tetapan’ —‘Akaun’ — ‘Pengesahan Dua Langkah’ —
‘Dayakan’. Tetapkan sebuah kod peranti dan berhati-hati
terhadap sesiapa yang boleh mengakses telefon anda secara
fizikal.

PERIKSA - Pastikan anda berada di laman web rasmi
WhatsApp Web. Pergi ke tetapan WhatsApp > peranti yang
dipautkan untuk memeriksa semua peranti yang dipautkan ke
akaun anda. Untuk mengeluarkan sebuah peranti yang
dipautkan, klik pada peranti tersebut > Log Keluar.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan
tentang penipuan. Jangan sekali-kali berkongsi kod
pengesahan akaun WhatsApp, maklumat peribadi, butiran
perbankan dan OTP anda dengan sesiapa; laporkan sebarang
transaksi menipu kepada bank anda dengan segera.
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Can you transfer 4K to me?
I need it for something
urgent now. | can transfer it

to you tomorrow. 1001 pm

Ok 10:01 pm v

Wait a minute, I'll send you
the account number

10:02 pm
-

But | want to video call to

make it is you 10:02 pm ¥

Make sure .07 pm »
e
I'm busy now. Can | call you
later? 10:02 pm

Haha 10,02 pm »

Contoh perbualan antara
penipu dan mangsa
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