Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

Social Media

Impersonation Scam

E-Commerce Scam
(Variants)
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The year-end festive season is here: Stay safe, stay alert!

Scam Tactics

With the upcoming festive period and peak online sales season, everyone is reminded to
stay vigilant as scammers may take the opportunity to target online shoppers.

Scammers may post enticing deals for items (such as festive food items, electronics, hotel room
booking, tour packages and concert tickets) and become uncontactable after payment is made.

Always shop on well-established e-commerce platforms and check the platform’s safety rating on
MHA'’s Transaction Safety Ratings for major e-commerce platforms at htips://go.gov.sg/mhatsr.

You should also check the credibility of the seller based on his/her customer reviews before you
transact.

If you are expecting a parcel delivery, do not click on links provided in unsolicited messages or
emails.

Learn preventive measures you can take to protect yourself and your loved ones against scams
from the new ACT Campaign song (https://go.gov.sg/ACT2023).

Together, we can ACT against scams!

Visit go.gov.sg/ACT2023 to have a listen! Pitps/gogov.sg/act2023

Some Precautionary Measures:

- ScamShield App and security features (e.g., add an anti-virus app on your mobile devices,
enable Two-Factor Authentication (2FA), Multifactor Authentication for your online accounts and
set up transaction limits for internet banking transactions, including PayNow).

CHECK - For scam signs and with official sources (e.g. ScamShield WhatsApp bot @ https://
go.gov.sg/scamshield-bot, or call the Anti-Scam Helpline on 1800-722-6688, or Vvisit
www.scamalert.sg).

TELL - Authorities, family, and friends about scams. Never disclose your personal or banking
credentials, including One Time Passwords (OTPs) to anyone. Report any fraudulent transactions
to your bank and the Police immediately.

For more information on this scam, visit SPF | News (police.gov.sg)

ADD CHECK TELL SINGAPORE
ScamShield app and  for scam signs and with  Authorities, family and NATIONAL POLICE FORCE
security features official sources friends CRIMEPREVE SAFEGUARDING EVERY DAY
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan Penyamaran
di Media Sosial

Penipuan E-Dagang
(Varian penipuan)
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Musim perayaan hujung tahun sudah tiba: Kekal selamat,
berwaspadalah!

Taktik Penipuan

Memandangkan musim perayaan dan musim puncak jualan dalam talian yang bakal menjelang tidak
lama lagi, semua orang diingatkan supaya sentiasa berwaspada kerana penipu boleh mengambil
kesempatan ini untuk menyasarkan pembeli dalam talian.

Penipu mungkin menyiarkan tawaran menarik untuk barangan (seperti barangan makanan perayaan,
elektronik, tempahan bilik hotel, pakej pelancongan dan tiket konsert) dan tidak dapat dihubungi
selepas pembayaran telah dibuat.

Sentiasa membeli-belah di platform e-dagang yang mantap dan periksa rating keselamatan urus
niaga pelbagai platform e-dagang utama di Rating Keselamatan Urus Niaga MHA https://go.gov.sg/
mhatsr.

Anda juga harus memeriksa kredibiliti penjual berdasarkan ulasan para pelanggannya sebelum anda
berurus niaga.

Jika anda sedang menantikan penghantaran sebuah pakej, jangan klik pada pautan yang disediakan
dalam pesanan atau emel yang tidak diminta.

Pelajari langkah-langkah pencegahan terhadap penipuan yang boleh anda ambil untuk melindungi
diri dan orang yang anda sayangi melalui lagu baharu Kempen ACT (https://go.gov.sg/act2023).

Bersama-sama kita boleh Bertindak Menentang Penipuan! E E i ? E
‘G
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https://go.gov.sg/act2023

Layari go.gov.sg/act2023 untuk mendengar!

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri keselamatan (misalnya, masukkan aplikasi
antivirus ke peranti mudah alih anda, dayakan Pengesahan Dua-Faktor (2FA), Pengesahan Pelbagai
Faktor untuk akaun dalam talian anda dan tetapkan had transaksi untuk transaksi perbankan
internet, termasuklah PayNow).

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber rasmi (misalnya periksa dengan bot
ScamShield WhatsApp di https://go.gov.sg/scamshield-bot, telefon Talian Bantuan Antipenipuan di
1800-722-6688, atau layari www.scamalert.sg).

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang penipuan.

Jangan sekali-kali dedahkan butiran peribadi atau perbankan anda, termasuk Kata Laluan Sekali
(OTP) kepada sesiapa pun.

Laporkan sebarang transaksi menipu kepada bank anda dan pihak Polis dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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