Trending Scams
in the past week:

Investment Scam

Social Media
Impersonation Scam

E-Commerce Scam
(Variants)

Phishing Scam
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Fake advertisements for seasonal products on the rise!
If the deal is too good to be true, it probably is.

Scam Tactics facebook + Q@
Scammers impersonate airlines or travel agencies to 6 =2 0 8 Q =
post advertisements offering branded suitcases at low T“"""“"""“"“‘

Sporsred @

prlces' (% Get a suitcase spinner just for $ 4 exc_. See more

The advertisements lead to a phishing website that
requires victims to provide their credentials, such as
their name, email address and payment card details, to
secure their purchase.

Victims only realised they had been scammed after
discovering unauthorised transactions on their card
statements.

Some Precautionary Measures:

- ScamShield App and security features (e.g.,
enable Two-Factor Authentication (2FA), Multifactor E
. .. . .. xamples of fake luggage
Authentication for banks and set up transaction limits advertisements found on
for internet banking transactions, including PayNow). Facebook

< smm:mu

Sponsored - @

CHECK - For scam signs and with official sources (e.g. %ﬁﬁlu:
ScamShield WhatsApp bot @ https://go.gov.sg/ é’"*-'wmmwmmmmm
scamshield-bot, or call the Anti-Scam Helpline on NS : 2

1800-722-6688, or visit www.scamalert.sg).

Be sure to check with the product’s official website if
such deals are available. Never share your personal
information and payment card details with anyone.

TELL - Authorities, family, and friends about scams.
Report any fraudulent transactions to your bank

immediately.

Write a comment... @ @

For more information on this scam, visit SPF | News (police.gov.sg)
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan Penyamaran
di Media Sosial

Penipuan E-Dagang

Penipuan
Pancingan Data

Iklan palsu untuk produk bermusim meningkat! Jika harganya terlalu
bagus untuk dipercayai, kemungkinan ianya merupakan penipuan.

Taktik Penipuan facebook + Q&

Penipu berpura-pura mereka dari syarikat 6 & 0 8 0Q
penerbangan atau agensi pelancongan untuk i
membuat hantaran iklan yang menawarkan bagasi
berjenama dengan harga yang murah.

’ Singapore Airlines Travel
Sporacred Q
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Iklan tersebut membawa mangsa ke satu laman web
pancingan data yang memerlukan mangsa untuk
memberikan butiran seperti nama, alamat e-mel dan
butir-butir kad bayaran mereka, untuk mendapatkan
pembelian mereka.

Mangsa hanya akan menyedari mereka telah ditipu
setelah mendapati transaksi tanpa kebenaran dibuat
di penyata kad mereka.

Beberapa langkah berjaga-jaga:

s ol T oot hom

- Aplikasi ScamShield dan pasangkan 00«
ciri-ciri keselamatan (misalnya, dayakan pengesahan
dua-faktor (2FA) untuk bank dan tetapkan had Contoh iklan bagasi palsu
transaksi untuk transaksi perbankan internet, yang terdapat di Facebook.
termasuklah PayNow). N —
PERIKSA - tanda-tanda penipuan dan dengan sumber-  S#ee@ "
sumber rasmi (misalnya periksa dengan bot ol Tt st o st tine

ScamShield WhatsApp di https://go.gov.sg/
scamshield-bot, telefon Talian Bantuan Antipenipuan
di 1800-722-6688, atau layari www.scamalert.sg).

Periksa di laman web rasmi produk tersebut untuk
memastikan tawaran sedemikian benar-benar wujud.
Jangan sekali-kali berkongsi maklumat peribadi dan
butir-butir kad bayaran anda dengan sesiapa pun.

BERITAHU - Pihak berkuasa, keluarga dan kawan-
kawan tentang penipuan. Laporkan sebarang
transaksi menipu kepada bank anda dengan segera.

Write a comment... @ @
Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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