Trending Scams
in the past week:

Investment Scam

Fake Friend Call Scam

Social Media
Impersonation Scam

E-Commerce Scam
(Variants)
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Want to buy that popular event/concert ticket? Be careful.

Scam Tactics

Scammers would post advertisements selling concert tickets on e-
commerce/social media platforms (e.g. Carousell, Xiaohongshu,
Facebook, Telegram, X). Due to time-sensitive or limited-in-
quantity ticket sales, victims would be rushed to make payment.

To prove authenticity, scammers would share screenshots/videos
of fake ticket/receipts and promise to email/transfer the tickets
to the victims, after successful payment.

Victims will make payment through virtual credits (e.g iTunes),
PayNow or bank transfers and may be asked for additional
payments, citing reasons like initial payment was not received.

Victims would realise they had been scammed:
(a) After making payment, there were no delivery of ticket/s and
the scammer becomes uncontactable; or

(b) Ticket (s) received were invalid on the day of the concert.

Some Precautionary Measures:

- ScamShield App and security features (e.g., enable Two-
Factor Authentication (2FA), Multifactor Authentication for banks
and set up transaction limits for internet banking transactions,

including PayNow).

Use “escrow” payment options that protect buyers by releasing
payment to the seller only upon delivery. Avoid making advance
payments or direct bank transfers. Purchase only from
authorised sellers and legitimate ticket marketplaces/resellers,
such as SISTIC and Ticketmaster.

CHECK - For scam signs and with official sources (e.g.
ScamShield WhatsApp bot @ https://go.gov.sg/scamshield-bot,
or call the Anti-Scam Helpline on 1800-722-6688, or visit
www.scamalert.sg). Arrange for a physical meet-up with the
seller to verify the authenticity of the physical tickets. Bear in

mind that the party you are dealing with online is a stranger.

TELL - Authorities, family, and friends about scams. Report the
fraudulent advertisements to the social media and e-commerce

platforms!

For more information on this scam, visit SPF | News (police.gov.sg)
>
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Sure

Kindly do let me have your
email so the tickets pdf can be
transferred to you if that's okay

Okay sure got it

Is it okay | ask how you would
be looking to pay for them if
that's fine

I would prefer meetup actually

method would u

rect Messages to this

Examples of how scammers
promise to email the ticket
after payment.
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Send me a screenshot when

. you done
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Can we exchange contact as well?
As you have to send me the proof of

payment as well as the ticket. And

pls accept my offer too.

Seen 5:32PM
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan Panggilan
Kawan Palsu

Penipuan Penyamaran
di Media Sosial

Penipuan E-Dagang
(Varian penipuan)
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Taktik Penipuan

Penipu akan menyiarkan iklan yang menjual tiket konsert di
platform e-dagang / media sosial (contohnya Carousell,
Xiaohongshu, Facebook, Telegram, X). Disebabkan jualan tiket
yang sensitif masa atau terhad dalam jumlahnya, mangsa akan
didesak untuk membuat pembayaran.

Untuk membuktikan kesahihan tiket tersebut, penipu akan
berkongsi tangkap layar atau video tiket / resit palsu dan berjanji
untuk menghantar e-mel atau memindahkan tiket kepada

mangsa selepas pembayaran berjaya.

Mangsa akan membuat pembayaran melalui kredit maya
(contohnya iTunes), PayNow atau pemindahan bank. Mangsa juga
mungkin diminta membuat pembayaran tambahan, dengan
alasan seperti bayaran awal yang telah dibuat tidak diterima.

Mangsa akan menyedari mereka telah ditipu apabila:

(a) Tiada penghantaran tiket selepas pembayaran dibuat dan
penipu tidak dapat dihubungi; atau

(b) Tiket yang diterima tidak sah pada hari berlangsungnya
konsert tersebut

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri keselamatan
(misalnya, dayakan pengesahan dua-faktor (2FA) untuk bank dan
tetapkan had transaksi untuk transaksi perbankan internet,
termasuklah PayNow).

Gunakan pilihan pembayaran "escrow" yang melindungi pembeli
dengan melepaskan pembayaran kepada penjual hanya selepas
penghantaran telah dibuat. Elakkan daripada membuat bayaran
pendahuluan atau pemindahan bank secara langsung kepada penjual.
Beli hanya daripada penjual yang sah dan pasaran jualan / penjual
semula tiket yang sah, seperti SISTIC dan Ticketmaster.

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber rasmi
(misalnya periksa dengan bot ScamShield WhatsApp di https://
go.gov.sg/scamshield-bot, telefon Talian Bantuan Antipenipuan di
1800-722-6688, atau layari www.scamalert.sg).

Aturkan sebuah pertemuan secara fizikal dengan penjual untuk
mengesahkan ketulenan tiket-tiket tersebut. Ingatlah bahawa pihak
yang sedang anda berurusan dalam talian ini ialah orang yang tidak
dikenali.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang
penipuan. Laporkan iklan penipuan tersebut ke platform media sosial
dan e-dagang!

Ingin membeli tiket acara / konsert popular itu? Berhati-hati.
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Sure

Kindly do let me have your
email so the tickets pdf can be
transferred to you if that's okay

Okay sure got it

Is it okay | ask how you would
be looking to pay for them if
that's fine

I would prefer meetup actually
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Contoh bagaimana penipu
berjanji untuk menghantar
tiket menerusi e-mel selepas
pembayaran dibuat.
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Can we exchange contact as well?

As you have to send me the proof of
payment as well as the ticket. And

pls accept my offer too.
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Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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