Trending Scams
in the past week:

Fake Friend Call Scam

Job Scam

Investment Scam

E-Commerce Scam
(Variants)

Phishing Scam
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Using WhatsApp Web? There’s a new phishing scam type that can
compromise your WhatsApp account.

Scam Tactics

To access WhatsApp on their computer/tablet, victims search for “WhatsApp web” version,
click on the first few search engine results, without verifying the URL. Setup by scammers,
these URLs replicate the interface of WhatsApp web and contain a QR code.

Victims would scan the QR code and authorise WhatsApp access on their computer/tablet,
but the phishing site would be unresponsive. Instead, scammers would gain concurrent
access to victims’ WhatsApp account, without their knowledge. Scammers would reach out
to victims’ contacts to ask for unusual requests such as asking for loans/money transfers or

i-banking/personal details.

Victims would realise their WhatsApp accounts were compromised after their contacts notify
them of the unusual requests received.
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The phishing website’s URL address that is different from the official website (https://web.whatsapp.com)

Screenshot of the phishing
1. Open WhatsAop on your phone website impersonating the
i il official WhatsApp Web

1. Tap on Link a device

4 Posnt your phone 1o thet screen 1o capture the OR code
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The genuine QR code from WhatsApp Web's
official website was embedded in the phishing
website for victims to scan using WhatsApp.

Some Precautionary Measures:

- Security features to your WhatsApp account by enabling the ‘Two-Step
Verification’ feature. This can be done on WhatsApp’s in-app Settings. Set a device
code and be aware of who has physical access to your phone.

CHECK - That you are on WhatsApp Web’s official website. Be wary of unusual
requests received over WhatsApp, even if they were sent by your WhatsApp contacts.

Check your linked devices regularly. Go to WhatsApp Settings > Linked Devices to
review all devices linked to your account. To remove a linked device, tap the device >
Log Out.

TELL - authorities, family, and friends about scams. Never share your WhatsApp
account verification codes, personal information, banking details and OTPs with
anyone; report any fraudulent transactions to your bank immediately.

For more information on this scam, visit SPF | News (police.gov.sg)
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The phishing website’s URL address that is different from the official website (https://web.whatsapp.cos
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1. Open WhatsApp on your phone.
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3. Tap on Link & device

4 Puint your phor 10 this screen 1o Capture the OR code
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The genuine QR code from WhatsApp Web's
official website was embedded in the phishing
website for victims to scan using WhatsApp.
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TREND PENIPUAN
SEPANJANG MINGGU

LEPAS:

Penipuan Panggilan

Kawan Palsu

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan E-Dagang
(Varian penipuan)

Penipuan

Pancingan Data

[ Care

‘»C‘ pgainst sCa,b

)

Gunakan Aplikasi WhatsApp Web? Terdapat sejenis penipuan pancingan
data baru yang boleh menjeJaskan akaun WhatsApp anda.

Taktik Penipuan

Untuk mengakses akaun WhatsApp mereka daripada komputer/tablet, mangsa mencari versi laman
"WhatsApp web", dan kemudian klik pada beberapa hasil enjin carian pertama yang keluar, tanpa
mengesahkan URL tersebut. URL ini direka oleh penipu dan ia meniru antara muka web WhatsApp
dan mengandungi kod QR.

Mangsa akan mengimbas kod QR tersebut untuk memberi izin kepada WhatsApp Web untuk
membolehkan mereka mengakses akaun WhatsApp dari komputer/tablet mereka, tetapi laman web
pancingan data tersebut akan menjadi tidak responsif. Sebaliknya, penipu akan mendapat akses
serentak ke akaun WhatsApp mangsa, tanpa pengetahuan mereka. Penipu akan menghubungi
kenalan mangsa dan membuat permintaan yang mencurigakan seperti meminta pinjaman/
pemindahan wang atau butiran perbankan internet/maklumat peribadi.

Mangsa akan menyedari akaun WhatsApp mereka telah dikompromi selepas kenalan mereka
memberitahu mereka tentang permintaan yang mencurigakan yang mereka terima.
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The phishing website’s URL address that is different from the official website (https://web.whatsapp.com)
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The genuine QR code from WhatsApp Web's
official website was embedded in the phishing
website for victims to scan using WhatsApp.

Beberapa langkah berjaga-jaga:

Ciri-ciri keselamatan pada akaun WhatsApp anda dengan membolehkan ciri
‘Pengesahan Dua Langkah'. Ini boleh dilakukan di tetapan dalam aplikasi WhatsApp. Tetapkan sebuah
kod peranti dan berhati-hati terhadap sesiapa yang boleh mengakses telefon anda secara fizikal.

PERIKSA - Pastikan anda berada di laman web rasmi WhatsApp Web. Berhati-hati dengan permintaan
yang mencurigakan yang diterima melalui WhatsApp, walaupun mereka dihantar oleh kenalan
WhatsApp anda.

Periksa peranti anda yang dipautkan dengan kerap. Untuk meniliti semua peranti yang dipautkan ke
akaun anda, pergi ke tetapan WhatsApp > peranti yang dipautkan. Untuk mengeluarkan sebuah peran-
ti yang dipautkan, klik pada peranti tersebut > log keluar.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang penipuan. Jangan sekali-kali
berkongsi kod pengesahan akaun WhatsApp anda, maklumat peribadi, butiran perbankan dan OTPs
dengan sesiapa; laporkan sebarang transaksi menipu kepada bank anda dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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The phishing website’s URL address that is different from the official website (https://web.whatsapp.com
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3. Tap on Link 3 device

4 Point your phane 1o this screen 1o capture the OR code
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The genuine QR code from WhatsApp Web's
official website was embedded in the phishing
website for victims to scan using WhatsApp.
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