Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

Job Scam

E-Commerce Scam

(Variants)

Social Media
Impersonation Scam
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Social Media Impersonation Scam Involving

Telegram

Scam Tactics

Pretending to be a known contact, scammers take over victims’
Telegram accounts by tricking them into disclosing their
handphone numbers and Telegram login codes. Scammers would
ask victims to:

i) Provide screenshots of chat histories or search results from
locating someone on Telegram. The screenshots would
contain Telegram login codes.

ii) Help to verify/ unblock a known contact’s Telegram account.
Victims will be asked to provide their login codes to a fake bot
or via a URL link to do so.

iii) Click a URL link to help scammers secure free Telegram
memberships.

Upon taking over victims' Telegram accounts, scammers would

target victims’ contacts and repeat their tactics or ask for loans.

Victims would realise they were scammed when they lose access
to their Telegram accounts or when the loans are not recovered.

Some Precautionary Measures:

- ScamShield App and set security features (e.g., enable 2FA
for banks, social media, Singpass accounts; set transaction limits
on internet banking transactions, including PayNow/PayLah).

CHECK - for scam signs and with official sources (e.g. check with
ScamShield WhatsApp bot @ https://go.gov.sg/scamshield-bot or
call Anti-Scam Helpline at 1800-722-6688 when unsure. Visit
www.scamalert.sg to learn about the latest scams).

TELL - Report any fraudulent transactions to your bank
immediately.

Block and report the sender to Telegram support if your account
has been compromised.

Inform your family and friends about your compromised account
so that they don't fall prey.

Report the Telegram takeover incident to SingCERT via https://
www.go.gov.sg/singcert-incident-reporting-form

For more information on this scam, visit SPF | News (police.gov.sg)
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Block User
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I have a favor to ask you. . . ..,

i
Help me find someone on the telegram.

| send you his Telegram account, you
search on your Telegram, and then
screenshot it to me to see if there is any
information about him
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even if they say they are from Telegram!

This code can be used to log in to your Telegram
account. We never ask it for anything else.

If you didn't request this code by trying to log in on
another device, simply ignore this message. )
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Screenshot of Telegram login
code after searching username
‘this_not’

COUNCIL

[ Victims asked to search for a
username and provide screenshot |

[ Victims asked to provide screenshot
of Telegram chat history |
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pelaburan

Penipuan Pekerjaan

Penipuan E-Dagang
(Varian penipuan)

Penipuan Penyamaran
di Media Sosial

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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melibatkan aplikasi Telegram
Taktik Penipuan

Berpura-pura menjadi salah seorang kenalan yang diketahui, penipu
akan mengambil alih akaun Telegram mangsa dengan memperdaya
mereka supaya menyerahkan nombor telefon bimbit dan kod log
masuk Telegram mereka. Penipu akan meminta mangsa:

i) Berikan tangkap layar sejarah sembang atau hasil carian daripada
mengesan seseorang di Telegram. Tangkap layar tersebut akan
mengandungi kod log masuk Telegram.

ii) Bantu mengesahkan / melepaskan sekatan akaun Telegram
seseorang kenalan yang diketahui. Mangsa akan diminta
memberikan kod log masuk mereka kepada satu bot palsu atau
melalui pautan URL untuk berbuat demikian.

iii) Klik satu pautan URL untuk membantu penipu mendaftar
keanggotaan percuma Telegram.

Sebaik sahaja penipu mengambil alih akaun Telegram mangsa,
mereka akan menyasarkan kenalan mangsa dan mengulangi taktik
mereka atau meminta pinjaman.

Mangsa hanya akan menyedari mereka sudah ditipu setelah mereka
kehilangan akses kepada akaun Telegram mereka atau apabila
pinjaman tidak dipulangkan.

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri keselamatan
(misalnya, dayakan dua-faktor (2FA) untuk bank-bank, media sosial,
akaun Singpass; tetapkan had transaksi untuk transaksi perbankan
internet, termasuk PayNow /PayLah).

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber rasmi
(misalnya periksa dengan bot ScamShield di WhatsApp @ https://
go.gov.sg/scamshield-bot atau telefon talian Hotline Antipenipuan di
1800-7222-6688 bila anda tidak pasti. Sila layari www.scamalert.sg
untuk mempelajari tentang penipuan terkini.

BERITAHU - Laporkan sebarang transaksi menipu kepada bank anda
dengan segera.

Sekat dan lapor tentang pengirimnya kepada bahagian sokongan
Telegram jika akaun anda telah dikompromi.

Maklumkan kepada keluarga dan kawan-kawan anda tentang akaun
anda yang telah dikompromi supaya mereka tidak menjadi mangsa.

Laporkan tentang pengambilalihan akauan Telegram kepada SingCERT
melalui laman web https://www.go.gov.sg/singcert-incident-reporting-
form

Block User

[ ..
I have a favor to ask you. . .

| send you his Telegram account, you
search on your Telegram, and then

screenshot it to me to see if there is any
information about him

ok?
e T
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Login code:
even if they say they are from Telegram!

This code can be used to log in to your Telegram
account. We never ask it for anything else.

|
| if you didn't request this code by tryingtologinon
another device, simply ignore this message.
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[ Mangsa diminta untuk mencari nama
pengguna tertentu dan memberikan
tangkap layar |

[ Mangsa diminta untuk memberikan
tangkap layar sejarah sembang
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If you didn't request this code by trying to log in on
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