Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

Social Media
Impersonation Scam

Phishing Scam
(Calls Impersonating
Government Agencies)
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Beware of the links you click on: New variant of
malware can control your device

Scam Tactics @ Hﬂ:ﬂ!AhHuatl.auWhohum

Scammers would post advertisements for various items/  .....c.coodnews 1 AhHuat La La launched a
services (Food purchase, Home Cleaning, Pet Grooming, etc.) ?;j;‘;’;;;’f"gzgj:‘;m 2
on social media platforms like Facebook/Instagram. Once  GradeA Clams only cost 584/ KG ¢

Our fresh clams are excl ly farmed & delivered
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the victim shows interest, the conversation would transit t0  fom our very own clam farm in Taping, Malaysia.

Our Grade A clams are plump, sweet and che...see more

WhatsApp.

Scammers would provide links to download an APK file that
require granting access rights, for the victim to pay a deposit
for the services via bank transfer. The APK file contains
malware that steal the victim’s banking credentials during

the transfer.

ki o o clam T o Taiping, Malaysia.
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Scammers would perform unauthorised transactions from
the victim’s bank accounts before remotely initiating a

factory reset of the victims’ devices. MESSENGER

[Example of a fraudulent Facebook
advertisement selling food products]

Unauthorised transactions would only be noticed
subsequently when victims re-install the banking apps on
their devices or call the bank. ¢ I

Some Precautionary Measures:

- Anti-virus/anti-malware applications from official app
stores to your device and update it regularly with the latest
security patches.

Thank you. Please click the link

CHECK - The developer information on the app, the number Bielow i 0 10 Ot officiel webpege
. . to download the latest version of
of app downloads and app user reviews to ensure it is a the app. Make a reservation and pay

to get 8% off today. We hope to

Sac e sy

reputable and legitimate application. Only download from
official app stores (i.e. Google Play for Android). Do not grant
permissions for access to device hardware or data to

unknown apps. Remember to “Chocse ONESTORE
and click ok™ to make the platform

mistakenly believe that a robot
cannot place an order 11 11

hitps//find-favorablecom/app

TELL - Authorities, family, and friends about scams. Report
the number to WhatsApp to initiate in-app blocking and

report any fraudulent transactions to your bank [Victim of a fraudulent cleaning service

immediately. advertisement invited to download
application through a malicious link]

For more information on this scam, visit SPF | News (police.gov.sg)
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TREND PENIPUAN Berhati-hati dengan pautan yang anda klik: Varian perisian hasad
oL baharu yang boleh mengawal perantl anda

LEPAS: « ::'QI! Ah Huat La La Wholesaler's
Taktik Penipuan (G) I A st La L Wholeslr

®4 8¢ 82 Good news ! Ah Huat La La launched a

Penipu akan menyiarkan iklan di platform media sosial seperti  september promotion

. . H Special Offer : SKG only $154
Facebook/Instagram, untuk pelbagai perkhidmatan (Pembelian Grada A Clama only ooRt S84 / Ka

makanan, Pembersihan Rumah, Dandanan Haiwan Peliharaan,  ourfresh clams are exclusively farmed & delivered

. . . . A from our very own clam farm in Taping, Malaysia.
dan sebagainya.). Sebaik sahaja mangsa menunjukkan minat, i Dradla A ol s phes et ;*‘,,dc,,e et

Penipuan Panggilan perbualan akan beralih ke WhatsApp.

Kawan Palsu
Penipu akan mengirimkan pautan untuk memuat turun sebuah

fail APK yang memerlukan pemberian hak akses, untuk
mangsa membayar wang pendahuluan untuk perkhidmatan
tersebut melalui pemindahan bank.

Fail APK tersebut mengandungi perisian hasad yang mencuri
butiran perbankan mangsa semasa pemindahan bank tersebut.
Penipuan Pekerjaan

Penipu akan melakukan transaksi tanpa kebenaran daripada
akaun bank mangsa sebelum memulakan tetapan semula
kilang peranti mangsa dari jauh.

ety o cur Gl tars i Talping, Malaysia.
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MESSENGER

Mangsa hanya akan menyedari transaksi tanpa kebenaran [Contoh iklan palsu yang menjual

telah dibuat apabila mereka memasang semula aplikasi produk makanan di
perbankan pada peranti mereka atau ketika mereka media sosial Facebook]
Penipuan Pelaburan menghubungi bank.

Beberapa langkah berjaga-jaga:

- Aplikasi antivirus/antiperisian hasad daripada gedung
aplikasi rasmi ke peranti anda dan kemas kini ia dengan tetap dengan
patch keselamatan terkini.

PERIKSA - Maklumat pemaju di aplikasi tersebut, bilangan muat

Thank you. Please click the link

. . ; . . below to go to our official webpage
Penipuan Penyamarandi turun dan ulasan pengguna untuk memastikan aplikasinya 10 download the latest version of
Media Sosial . . . . . the app. Make a reservation and pay
mempunyai reputasi yang baik dan sah. Muat turun aplikasi 5 et O Ol ol W So0E 0
hanya daripada gedung aplikasi rasmi (misalnya Google Play AARA0L
untuk Android). Jangan beri keizinan untuk akses ke perkakasan atau https://find-favorable.com/app
data peranti ke aplikasi yang tidak diketahui.

Remember to "Choose ONESTORE
and click ok” to make the platform
mistakenly believe that 3 robot
cannot place an order 11 11

Penipuan Pancingan tentang penipuan. Laporkan nombor tersebut kepada WhatsApp x173

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan

Data (Panggilan untuk memulakan penyekatan dalam aplikasi, dan laporkan [Mangsa satu iklan palsu yang
Menyamar Sebagai . . menawarkan perkhidmatan pembersihan
Agensi Pemerintah) sebarang transaksi menipu kepada bank anda dengan segera. telah dijemput untuk memuat turun
aplikasi melalui pautan berniat jahat]

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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