Trending Scams
in the past week:

Investment Scam

Job Scam

Fake Friend Call Scam

E-Commerce Scam
(Variants)

Credit-for-Sex
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E-Commerce Scams: Avoid paying through

links or third-party apps

Scam Tactics

Scammers would post attractive listings/advertisements
online (Facebook, Carousell, Instagram/Telegram) featuring
the latest products, like handphones. Once the victim shows
interest, the conversation would transit to WhatsApp.

Scammers would provide links that require victims to
download an APK file:

(a) To secure the order and/or make payment; or

(b) After making a payment via PayNow/bank
transfer, victim is informed the order cannot be
fulfilled and the link/download will facilitate the
refund.

The APK file contains malware, to collect and send personal
data from victims’ phones to the scammers.

Victims would realise they had been scammed when goods
were not received, seller became unresponsive or
unauthorised bank transactions were made from their

accounts.

Some Precautionary Measures:

- Anti-virus/anti-malware applications from official app
stores to your device and update it regularly with the latest
security patches.

CHECK - The developer information on the app, the number
of app downloads and app user reviews to ensure it is a
reputable and legitimate application. Only download from
official app stores (i.e. Google Play for Android). Do not grant
permissions for access to device hardware or data to
unknown apps.

TELL - Authorities, family, and friends about scams. Report
the number to WhatsApp to initiate in-app blocking and
report any fraudulent transactions to your bank
immediately.

For more information on this scam, visit SPF | News (police.gov.sg)
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Click on the link for detailed
information and follow the steps

Unlimited internet call

S$5/month Mobilessss 1-Year Plan

Click on the link for
detailed information a...

LEARN MORE
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[Scammer acting as “bank staff” inviting
victim to download fake ScamShield App]
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[Screenshot of How Genuine and
Fake Apps Appear in Your ICT Devices]
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ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends
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information and follow the steps

Unlimited internet call
S$5/month Mobilessss 1-Year Pla

Click on the link for LEARN MORE
detailed information a...

© 591 4 comments

[RF7ZE RTRA, BEZZEET
Z{ 19 ScamShield Ay FEE /7]

a o
o Launcher
4267 M8

Settings
34,60 M8

[ES51RE N AR HEZINR
BRI R & LA 2T A

SINGAPORE
POLICE FORCE

] A m——
S o'y SAFEGUARDING EVERY DAY



https://www.police.gov.sg/Media-Room/News

TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pelaburan

Penipuan Pekerjaan

Penipuan Panggilan

Kawan Palsu

Penipuan E-Dagang
(Varian penipuan)

Kredit-untuk-Seks

Penipuan E-Dagang: Elakkan daripada membayar melalui
pautan atau aplikasl plhak ketiga

Taktik Penipuan . Sponsored - @

Click on the link for detailed
information and follow the steps

Penipu akan menyiarkan penyenaraian atau iklan yang menarik di
platform dalam talian (Facebook, Carousell, Instagram/Telegram) yang
menampilkan produk terkini, seperti telefon bimbit. Sebaik sahaja

mangsa menunjukkan minat, perbualan akan beralih ke WhatsApp.
Unlimited internet call

S$5/month MobitessSS 1-Year Plan
Penipu akan mengirimkan pautan yang memerlukan mangsa memuat
turun sebuah fail APK:

(@) Untuk menjamin pesanan pembelian tersebut dan/atau
membuat pembayaran; atau

(b) Selepas membuat pembayaran melalui PayNow/
pemindahan bank, mangsa dimaklumkan pesanan
pembelian tersebut tidak dapat dipenuhi dan pautan /muat
turun tersebut akan memudahkan urusan pembayaran . i on the link for

balik. detailed information a...

LEARN MORE

Fail APK tersebut mengandungi perisian hasad, untuk mengumpul dan @ s 4 comments
menghantar data peribadi daripada telefon mangsa kepada penipu. [Penipu yang menyamar sebagai
seorang "kakitangan bank" menjemput
mangsa untuk memuat turun Aplikasi
Mangsa hanya akan menyedari mereka sudah ditipu apabila barang ScamsShield palsu]

tidak diterima, penjual menjadi tidak responsif atau transaksi bank

tanpa kebenaran telah dibuat di akaun bank mereka.
403 i

Beberapa langkah berjaga-jaga: & Appinfo

- Aplikasi antivirus/antiperisian hasad daripada gedung E) 2=
aplikasi rasmi ke peranti anda dan kemas kini ia dengan tetap dengan
patch keselamatan terkini. s Jores A

PERIKSA - Maklumat pemaiju di aplikasi tersebut, bilangan muat
turun dan ulasan pengguna untuk memastikan aplikasinya
mempunyai reputasi yang baik dan sah. Muat turun aplikasi
hanya daripada gedung aplikasi rasmi (misalnya Google Play

untuk Android). Jangan beri keizinan untuk akses ke perkakasan atau
data peranti ke aplikasi yang tidak diketahui.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan Settings
tentang penipuan. Laporkan nombor tersebut kepada WhatsApp
untuk memulakan penyekatan dalam aplikasi, dan laporkan [Tangkap layar Bagaimana Aplikasi Tulen

dan Palsu Muncul dalam Peranti ICT Anda]
sebarang transaksi menipu kepada bank anda dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)

[ _’((/1
< Against S,
‘,,C a"’s

ScamShield app and for scam signs and with  Authorities, family and NATIONAL
security features official sources friends CRIME PREVENTION

SINGAPORE
POLICE FORCE

SAFEGUARDING EVERY DAY

ADD CHECK TELL

COUNCIL


https://www.police.gov.sg/Media-Room/News

SLbS eMysHeir
(Lp6dTEDT6HTN

WS G Comslg

Geuemev GLom&lg

Gumed mevoTLIy
SienLpLi Gomeilg

Q6w Q&S S
Gl
(U6LGEUM)I 6UEMSHGe6N)

Umedluled Q&L [jLImest
u6vor GLOMELq.

@enemil aUfSHSHS GLOMFIGH6T: @6CIILILISET I6L6VF)
CLOGTMMLD SHIUL QFUIEOISH6T CLPEVLD LIGTIILD

QeIHGIAIMSS SeNTHH GRS
Corelg 2 G&sern

m&UICLE Gumstty FBLSEHW SWIMTHLILSDeNTS Q& mevorL
SUTESSILOMeTT LI IqUulsL&6 / eNambLmiGemner GLOMEl SSMTITE6T

AensrnLig Hed (-.CuervLs, CaECTTEeL, QeTavL AT / CLeS&FILD)
ugeN(Heumjaet. LUTHSSLILLL 6T Y JeUD SHTLLGUI6L 63T, 2 6DIUITL 6D

QUM 6oy LIN6dL QFHML (BLD.

APK GamUsHUL LHONMESD Q&FUINSMSTET G6n6uuLILIS6m 6T
GOl &SMTTHET LUTHSSUILLL QISEhHE 6ULPMHIGEUMTHET:

@ SYJLeny o MAILGSS WOHMID / 6L6VG &HL L 650ID
AEQISS: A0S

(b) PayNow / 6UMI& LFILDIHMLD ELHEVLD LISTITLD QFeniSE
An®. obs ILoT ROOCaDHm (DIQUITEHI TMID, SibS
Qemeuilll / UHOIMSED LTTHMSS SH(HULUL QUHUSHS
QIARIGEHGLD 6TETMID UTSGSLILL L (H&HE
QzfaN&sILGEDS).

APK GamiNed §mi@ eamarals@ QeaurGeT QHEGW0. Q5
UTHSSLULL 6u QFHTemevCLEGHaNed QbhEH FHENULULL Sy senen
Ce5il8 CLNEQ&HESMISHELHE NILILLD.

ShIGET QUITHLSme QUDTHCUTE, NMHLIEHEOTUITEN]
UHeveM&&HTHCUTE SI6LeVG SIMESHESSUILLTS CURIS
UfleuS SenenaH6T SHeUTSHansT Sems@Gaansd Qeunuin@GLeUTS)
WL GO MRS Conglg QFWUINLLL MG UTHESLILL L 6T

§ov (PeTCTTEFIlHE0S HL 611G S0 SHG6N:

- 2 RIGET FMGHATHHL BEGFHTL HHUUS QFWeNHmen AHSMILTe
QFwed MG HimieusTmsaNed(hhg WL (GL uHaNmeEED QFLg, LHw
UTHISTLL SIDEFRIGENET 2 L s0)IHGSL 60T CFijéSH (B MIGeT.

Fflumi&s - QFWeNUNeT 2 (HeUTEGHT SHSH6U6D, LHNMESMIseei

STEIEN &M LOMHMILD L6 WHLIUMIeSeneT FRUTTSS 31860

BLOUSS ST 2 mif QFwea|b. JHaTrLjel QFwed eNbCwms
HmieueamsaNedGhg WL GG QFwelsame LHaNDESD QFUIWL|hIGeT
(SIHTeUG Y GTILFTUGSSTET Fadler NCaT evCLT)). AFWTS
QFWNHEHEHG FTHEISHHT QUHTCLTIHET SILEVG HTME G EUSHDST6T
WIS &HEN6NT QULPMHIS GoUGTITLTLD.

Qemebey - Corsgsamerl uHM HNHSTHSET, &HDOUSSH6, BHEoTLITS6T
SHACUITALLD QEFTLIMIGET. SihG 6TEMm6S HHEHS QUTLerogplNed L&y
QewieuCar(®, ahsQeur@ Gmgly LIfeUfHSmeTeHaeTihd 2 L 6riquims

2 MIGET QURSEE AsfleNsseaLb.

Ans Crsly GM&HSH GO aNeUIR&SEFEH®E, SPF | News (police.gov.sq) EEDEIITLISHENSHNG BHIT(HMIS6N.

[ _’((/1
< Against S,
‘,,C a"’s
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Click on the link for detailed
information and follow the steps
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